
Employee Service Desk Security Office Data Steward/Supervisor

Requests access to 
confidential-restricted by 
submitting WebHelpDesk 
Ticket

Confidentiality 
agreement on file?

yes

Access Data

Approve Access to the 
data

Fill out Confidentiality 
agreement

yes

no

Grant access to 
appropriate access 
groups

Do they need 
access to data 
remotely (VPN)?

Redirect ticket to 
Security Office

no

Add to VPN Security 
group and 
wireless group

DBA

Grant access to 
Database

Receive Security 
Training

Completed 
Security 
Training?

no

yes


